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1. Contacts
1.1 [Department] management team
	Ref
	Name / Job title
	Role during a disruptive incident
	Contact Numbers

(O) Office

(M) Work Mobile


	1. 
	Name
Job title
	E.g. Primary - department management team Leader.
	(O) 
(M) 

	2. 
	Name

Job title
	E.g. Secondary - department management team Leader.
	(O) 

(M)

	3. 
	Name

Job title
	
	(O) 

(M)

	4. 
	Name

Job title
	
	(O) 

(M)

	5. 
	Name

Job title
	
	(O) 

(M)

	6. 
	Name

Job title
	
	(O) 

(M)

	7. 
	Name

Job title
	
	(O) 

(M)

	8. 
	Name

Job title
	
	(O) 

(M)

	9. 
	Name

Job title
	
	(O) 

(M)

	10. 
	Name

Job title
	
	(O) 

(M)


1.2 Location of the department phone tree
	Electronic file path
	

	Location of hard copies (securely stored)
	


1.3 Useful internal contacts
E.g. helpdesks or other useful department contacts
	Ref
	Name
	Purpose
	Contact Numbers

(O) Office

(M) Work Mobile

	1. 
	
	
	(O)
(M) 

	2. 
	
	
	(O)
(M) 

	3. 
	
	
	(O)
(M) 

	4. 
	
	
	(O)
(M) 

	5. 
	
	
	(O)
(M) 

	6. 
	
	
	(O) 

(M) 

	7. 
	
	
	(O) 

(M) 

	8. 
	
	
	(O) 
(M) 

	9. 
	
	
	(O) 
(M) 

	10. 
	
	
	(O) 

(M) 

	11. 
	
	
	(O) 

(M) 

	12. 
	
	
	(O) 

(M) 


1.4 Useful external contacts 
E.g. suppliers, contractors
	Ref
	Name/Role
	Company
	Contact Numbers

(O) Office

(M1) Work Mobile

	1. 
	
	
	(O) 
(M) 

	2. 
	
	
	(O) 
(M) 

	3. 
	
	
	(O)
(M) 

	4. 
	
	
	(O)
(M)

	5. 
	
	
	(O)
(M)


2. Introduction
[insert a brief paragraph describing the department. This may include the location, number of staff and a high-level overview of the purpose of the department]. 
2.1 Purpose and scope
This plan is designed to continue and recover [insert processes] during a disruptive incident.
Scope
The plan applies to [insert activities and/or location. Include any exclusions with a brief justification].
2.2 Business continuity objectives: priorities and timescales for recovery
The data below has been extracted from the Business Impact Analysis and prioritised by recovery time objective.

	Process
	Activity
	Recovery Time Objective
	Maximum Acceptable Outage

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


3. Incident Management
3.1 Incident flow chart








3.2 How to report an incident
3.2.1 Security
[Insert details of how to report an incident. If there is existing information on an intranet page, you could include the link. The number could also be included in 1.3 Useful Internal Contacts].
3.2.2 Health and Safety
[Insert details of how to report an incident. If there is existing information on an intranet page, you could include the link. The number could also be included in 1.3 Useful Internal Contacts].
3.2.3 Buildings and Facilities
[Insert details of how to report an incident. If there is existing information on an intranet page, you could include the link. This may include helpdesk during and out of hours information. The number could be included in 1.3 Useful Internal Contacts].
3.2.4 ICT

[Insert details of how to report an incident. If there is existing information on an intranet page, you could include the link. This may include helpdesk during and out of hours information. The number could be included in 1.3 Useful Internal Contacts].
3.2.4 Data Protection

[Insert information on when and how to report a data breach. If there is existing information on an intranet page, you could include the link. A contact number could be included in 1.3 Useful Internal Contacts].
3.2.5 Supplier

[In the event of an issue with a supplier, contact details can be found in section 1.4 Useful External Contacts.]
3.3 When to inform the department management team Leader of an incident
The first member of staff aware of an incident that reaches any of the criteria below should notify the department management team Leader in person or by phone as soon as possible.

	Disruptive incident

	Incident type
	Process
	Activity
	Resource
	When to escalate an incident and inform the department management team Leader

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	OR – any situation which disrupts an activity identified in section 2.2 Activities: priorities and timescales and has potential to compromise the recovery time objective for the activity. If in doubt, please escalate with the management team Leader. The management team Leader would rather be informed of a situation that ended up not requiring further action than one which was not escalated sooner.

	Non-disruptive incident

	
	

	
	


Note: the above also provides thresholds for when to implement the department Business Continuity Plan. The decision to implement the plan will be made by the department management team Leader.
3.4 Liaising the department management team

When informed of an escalated incident, the department management team Leader will liaise the department management team using one of the below facilities or tools.
3.4.1 In-person meeting

The department management team can liaise to discuss the issues and actions required to address the issues at one of the following locations:

	Location
	Facilities

	Within the building

[insert location]

	[insert details such as room layout, number of chairs, any other useful equipment.]

	External close by

[insert location]
	[insert details such as room layout, number of chairs, any other useful equipment.]


3.4.2 Video conference software

In the event a physical meeting is unable to take place, such as an incident outside of normal working hours, the department management team will liaise using [insert software used for virtual conferencing].
3.4.3 Teleconference details

	Conference Telephone Number
	Insert number

	Moderator Passcode
	Insert number

	Participant Passcode
	Insert number


3.4.4 Standard incident agenda

For the use of the department management team when they liaise.

	Ref
	Item
	Responsible

	1.
	Situation report
What happened, where, when, is the cause known?
	

	2.
	Impact and issues
Are there any immediate welfare issues that need to be addressed as a priority? What is the business impact? What issues need to be addressed?
	

	3.
	Task allocation
Who will do what and when?
	

	4.
	Stakeholder communications
Are any communications, internally or externally, required at this time?
	

	5.
	Date/time of next meeting.
	

	6.
	Any other business.
	


4. Roles and responsibilities: before, during and after an incident
The role of the department management team is to arrange and oversee the implementation of business continuity solutions for the department during a disruptive incident, and to restore department operations to business as usual once the incident has been resolved. 
Specific staff roles and responsibilities required to implement the business continuity plan are included below.

	Ref
	Incident Role
	Responsibility

	1.

	Insert
	Before
During

After

· 

	2.


	Insert
	Before

During

After

· 

	3.
	Insert
	Before

During

After

· 

	4.
	Insert
	Before

During

After

· 

	5.
	Insert
	Before

During

After

· 


5. Business continuity solutions
The business continuity solutions below explain how to recover prioritized activities within their recovery time objective following a disruptive incident to a time critical resource.
5.1 [Activity]: failure of [resource]
Solution: [insert].
	Ref
	Action
	Responsible

	Notification

	1.
	
	

	2.
	
	

	3.
	
	

	Escalation – see section 3.3 When to inform the department management team Leader of an incident

	4.
	
	

	5.
	
	

	6.
	
	

	Response and management

	7.
	
	

	Continuity

	8.
	
	

	Recovery

	9.
	
	

	Restoration - how to return the activity to business as usual once [resource] has been recovered

	10.
	
	

	11.
	
	

	12.
	
	

	13.
	
	

	14.
	
	

	Lessons learned

	15.
	
	


5.2 [Activity]: failure of [resource]
Solution: [insert].
	Ref
	Action
	Responsible

	Notification

	1.
	
	

	2.
	
	

	3.
	
	

	Escalation – see section 3.3 When to inform the department management team Leader of an incident

	4.
	
	

	5.
	
	

	6.
	
	

	Response and management

	7.
	
	

	Continuity

	8.
	
	

	Recovery

	9.
	
	

	Restoration - how to return the activity to business as usual once [resource] has been recovered

	10.
	
	

	11.
	
	

	12.
	
	

	13.
	
	

	14.
	
	

	Lessons learned

	15.
	
	


5.3 [Activity]: failure of [resource]
Solution: [insert].
	Ref
	Action
	Responsible

	Notification

	1.
	
	

	2.
	
	

	3.
	
	

	Escalation – see section 3.3 When to inform the department management team Leader of an incident

	4.
	
	

	5.
	
	

	6.
	
	

	Response and management

	7.
	
	

	Continuity

	8.
	
	

	Recovery

	9.
	
	

	Restoration - how to return the activity to business as usual once [resource] has been recovered

	10.
	
	

	11.
	
	

	12.
	
	

	13.
	
	

	14.
	
	

	Lessons learned

	15.
	
	


6. Procedures for complex actions
Below are the procedures to help implement complex actions in the Business Continuity Solutions section.
6.1 How to [insert]
The procedure below supports the business continuity solution for [activity] in the event of a failure of [resource].

6.2 How to [insert]
The procedure below supports the business continuity solution for [activity] in the event of a failure of [resource].
7. Lessons learned: after an incident has been resolved
The department management team Leader will schedule a lessons learned meeting within 1 week of a closed incident that resulted in the invocation of this plan. The standard lessons learned meeting agenda is located [insert].
Lessons learned will be recorded and any improvement actions tracked to completion for the purpose of continuous improvement.

8. Appendices
A) Incident Log
Incident description: 

Name of individual completing the log: 

	Ref
	Information
	Issue
	Decision / Who
	Action

	1.
	
	
	
	

	2.
	
	
	
	

	3.
	
	
	
	


B) Department minimum resource requirements

Below are the minimum resources required for department to recover all prioritized activities within their recovery time objectives following a disruptive incident.

	Time
	Resources

	
	Building(s)
	Staff roles
	IT Hardware
	IT software
	Information and Data 
This can be used to support Recovery Point Objectives
	Desk phone
	Mobiles
	Specialist equipment
	Suppliers

	<4 hours
	
	
	
	
	
	
	
	
	

	<1 day
	
	
	
	
	
	
	
	
	

	<2 days
	
	
	
	
	
	
	
	
	

	<3 days
	
	
	
	
	
	
	
	
	

	<1 week
	
	
	
	
	
	
	
	
	

	>1 week
	
	
	
	
	
	
	
	
	

	1 month
	
	
	
	
	
	
	
	
	


C) Insert
D) Insert
E) Document control and plan distribution
The department business continuity plan is subject to the following review schedule:

· All contact details contained within the plan will be reviewed bi-monthly by insert.
· The plan will be reviewed to incorporate lessons learned within two weeks following an exercise.
· The plan will be reviewed by the department management team and signed off by insert no less than once annually.
· The plan will be reviewed immediately after any major changes to the department, including structural changes, delivery of activities and the provision of resources.
Change control

	DOCUMENT CHANGE HISTORY
	Approved By
	Date Approved

	Plan Version
	Date
	Responsible
	Amendments
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


This plan is distributed to the staff below
	Ref
	Full Name
	Job title

	1. 
	
	

	2. 
	
	

	3. 
	
	

	4. 
	
	

	5. 
	
	

	6. 
	
	

	7. 
	
	

	8. 
	
	

	9. 
	
	

	10. 
	
	


Sections 1.3 and 3.2.





Member of staff aware reports incident to relevant helpdesk/area





NO





YES





Incident Occurs.





Member of staff aware of the incident to call the [dept] management team Primary and/or Secondary Leader.








Section 3.3.





Incident requires escalation





The [dept] management team Leader will confirm whether to invoke this business continuity plan and liaise the [dept] management team.





Section 7.





After activities have been restored to business as usual, the [dept] management team Leader will organise a lessons learned meeting and review both the threat and risk assessment and the [dept] Business Continuity Plan.





Manage incident to resolution.


Once resolved and activities have been restored to business as usual, teams will be stood down.





Sections 1.1 and 3.4.





Sections 1, 4, 5, 6, 8.





Section 1.1.





[dept] management team organize and oversee implementation of the business continuity solutions. The frequency of [dept] management team meetings will be determined in the 1st meeting and reviewed thereafter.





Team liaised





Member of staff aware of the incident to notify the [dept] management team Primary or Secondary Leader if there is a possibility the incident could escalate. This will allow the Leader to be on standby should they be required at a later time. Otherwise manage business as usual.
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